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Foreword

Welcome to our smashHit Demonstrator of Services Using Integrated CPP and Insurance Data.
From the very beginning of the project, we were absolutely convinced that the growing Data Econ-
omy has to become more attractive for its key stakeholders (data subjects, data providers and
data controllers) to overcome existing barriers, especially the complicated and time-consuming
consent/contract processes, hindering the build-up of innovative services using data from multiple
sources.

With the growing ability of Consumer Products (CP, such as cars, smart devices, etc.) to generate,
gather and share data with third parties among different data-sharing platforms, there will be a
general need for flexible and easily manageable procedures to handle data subject’s consent and
legal rules, to achieve effective and traceable contracting. The complexities of the General Data
Protection Regulation (GDPR), for example, possess some challenges and require complex
mechanisms to obtain, record and manage consent. Also, data subjects are afraid about improper
use of their data. The combination of understanding and relating to the value proposition, con-
sumer trust, and complex consent processes, results in a low opt-in rate for connected product
data exchange (e.g. data from cars) and prevents the creation of innovative services (e.g. con-
nected vehicle insurance programs, or smart city solutions).

Thus, we have conceptualised the smashHit system solution as a trusted and secure reference
Framework, integrating privacy-by-design, to simplify the consent/contract process, as well as to
enable consent/contract tracing and sharing among multiple data platforms. In addition, smashHit
will offer solutions to identify data misuse as well as to support stakeholders in the creation of
legally binding contracts.

All along, we have followed the maxim to think about the needs of data subjects and data cus-
tomers, but also to convince CP manufacturers (e.g. car makers) to open up their products, by
designing a convincing trustworthy ecosystem.

During the project lifetime we have finalized the smashHit system concept, its detailed specifica-
tion and development by our software and RTD development partners and created a working
prototype capable of scale. Several public presentations of our smashHit system concept and
results have been made (see smashHit project website).

This public report covers the Demonstrator of Services Using Integrated CPP and Insurance Data
(smashHit Business Case 1).

If you are curious about how all that is made possible, just continue on the following pages, enjoy
the reading, and please contact us with your feedback or questions!

smashHit support email: info@smashhit.eu

smashHit project website: https://smashhit.eu
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Executive Summary

The objective of smashHit is to assure trusted and secure sharing of data streams from both
personal and industrial platforms, needed to build sectorial and cross-sectorial services, by es-
tablishing a Framework for processing of data subject consent and legal rules and effective con-
tracting, as well as joint security and privacy preserving mechanisms. The vision of smashHit is
to overcome obstacles in the rapidly growing Data Economy which is characterized by heteroge-
neous technical designs and proprietary implementations, locking business opportunities due to
the inconsistent consent and legal rules among different data-sharing platforms actors and oper-
ators. The Framework will provide methods and tools, such as the smashHit Platform.

This document, which comprises the Demonstrator of the smashHit Business Case 1 is structured
as follows:
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1 Demonstrator of UC1.1 - LexisNexis Consent Management Platform

This demonstrator has also been compiled in a video. It can be accessed online at:
https://vimeo.com/785239596/af16603a53

The main objectives for the demonstrator are:

e Demonstrate how the key elements can communicate and create a legitimate information
flow involving:

o Citizen

o Connected Vehicle

o Consent Management Platform and Insurer
o smashHit Platform

¢ Demonstrate how the user interface will give the Citizen transparency and control of the
consent process.

¢ Demonstrate how the citizen has flexibility of exactly where and how he/she can grant and
withdraw consent for data sharing.

The demonstrator shows the interaction between the actors involved in the business case -
namely the consumer, the vehicle manufacturer (VW), the data processor (LexisNexis) and the
insurer (fictional) — and smashHit. The final prototype included an integration between the Lex-
isNexis CMP and smashHit, the VW Data Platform (CarNeo) and smashHit, and the VW Data
Platform (CarNeo) with the LexisNexis Telematics Platform. All of these elements are included in
the demonstrator.

At a high level, it is possible to demonstrate the interaction with smashHit and the various sce-
narios and outcomes that would be achieved for a citizen seeking to manage a consent process
for vehicle insurance

1.1 Demonstration Part 1 — Consent Grant

The demonstration starts with a fictional consumer requesting a new UBI policy from a fictional
insurer. In the demonstration, this is done via a simulated insurer App.
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Figure 1: Screenshot of the simulated insurers App
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The consumer’s consent to share driving data for the insurance use case is captured by the Lex-
isNexis CMP and shown in the following screen:

Information is then sent
to the SmashHit system
where the consent is
verified, and a unique
e certification token is re-
‘Eig“;if:::?i’:;;;;’il;i::‘:‘,:‘::::?;?:Zii’;':&:::‘::(;:;:: - I ———— 5 turned to the appropr_i—
‘ . ate partners. In this
| i case, the OEM trip re-
o e 1 cording consent is sent
|
|

RE&D

Developing, testing and maintaining UBI analysis to supply 10 the
nsurance industry. )

Quote

Trip Recording

Optin: 2022-10.06 10:15:08 AM

e e ot to Volkswagen indicat-
ing that trip data for this
vehicle may be col-
lected and shared for
the purpose of usage-
based insurance.

Figure 2: The LexisNexis CMP showing consent has been transferred from the App

The sharing of trip data be-
tween VW and LexisNexis
is then demonstrated via
the LexisNexis user inter-
face. The data flowing from

. the vehicle to the Lex-

S e e R L LT iSNexis system is seen on

; the screen at the bottom of

2022-10-06T14:23:22.157Z - Streaming 7 Metrics containing 23 Readings (vin=TESTVINT61, trip_id=c202eb4f-2613-4171-ac97-c6d7aa1dc7d0). th e d | ag ram

2022-10-06T14:23:09.580Z - Streaming 13 Metrics containing 25 Readings (vin=TESTVINT61, trip_id=c202¢ba!-2613-4171-3c97-c6d7a1 dc740)

2022-10-06T14:23:10.556Z - Streaming 2 Metrics containing 8 Readings (vin=TESTVINT61, trip_id-c2d2eb41-2613-4171-ac97-c6d7aa1dc740).

2022-10-06T14:23.13.865Z - Streaming 3 Metrics containing 6 Readings (vin=TESTVINTS1, trip_id=c242ebdf-2613-4171-8c97-c67aa1dc7c0) T h IS d ata wou I d be p ro-
2022-10-06T14:23:14.895Z - Streaming 6 Metrics containing 17 Readings (vin=TESTVINT61, trip_id=c2d2eb41-2613-4171-ac97-c6072a1dc7d0). Cessed I n I I ne Wlth th e con-

2022-10-06T14:23:15.783Z - Streaming 7 Metrics containing 19 Readings (vin=TESTVINT61, trip_id=c202ebAf-2613-417-ac97-c6d73a1dc7d0).

2022-10-06T14:23.16.765Z - Streaming 8 Metrics containing 31 Readings (vin=TESTVINT61, trip_id=c2d2eb4f-2613-4171-ac97-c6d7a1dc7d0). se nt g ven tO p rovi d e I nsur-
2022-10-06T14:23:12.060Z - Streaming 2 Metrics containing 6 Readings (vineTESTVINT61, trip_idec2d2eb41-2613-4171-ac97-c6078a1dc760). ance Se I'VI ces p rod u CtS to

2022-10-06T14:23:18.584Z - Streaming 6 Metrics containing 31 Readings (vin=TESTVINT61, trip_id=c2d2ebAf-2613-4171-ac97-c6d73a1dc7d0) th .

Figure 3: Screenshot showing data is flowing from the VW CarNeo system

The consumer can now log into

the SmashHit system as a data
owner to view and manage con-
sents he/she they has granted.

DomoTestH1@SHtest com

SMASHHIT Sign In

Figure 4: Screenshot of the smashHit user log-in screen

This screen shows the consents granted by the consumer via the simulated insurer App, as now
recorded in smashHit.
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Figure 5: Screenshot of the user consents

Although the consent was initially granted via an insurer App, it can easily be withdrawn by the
consumer via the smashHit user interface.

This consumer has decided to revoke its consent for Trip Recording. To update, the consumer

selects modify consents, scrolls to the consent he/she wishes to revoke and selects revoke con-
sent.

This action creates a new consent token in smashHit which is shared with the relevant parties —
LexisNexis and VW.
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Figure 6: The smashHit User Interface showing consent has been revoked

When changing a consent, the user is requested to confirm the change.
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Consent update

u sure you want to update this consent?

Figure 7: Pop-Up window in the smashHit User Interface requesting confirmation of Opt-Out

Returning to the LexisNexis user interface, the demonstrator shows that the consent update has
been pushed to the consent management platform, which now correctly displays the Trip Record-
ing consent in an opt-out status.

But not only does the demonstrator show the change of consent status to opt-out, but the screen
also shows and demonstrates that the opt-out is successfully actioned, and the data has stopped
flowing between the VW and LexisNexis systems. A notice appears in the data stream indicating
that consent has been withdrawn.

Oprin 20221008 101318 4

Trip Recording

Tekan: sdedfudtes.1h4asab002
Oprout 2022:1006 102620 AM

2022-1006T1424:41 4817 27 . trip_)

2022-10-06T14:24:43 4602 - Streaming 7 Metrics cont; 8 Read , trip_

202210067 24 Read , trip_S

2022-10.06T14:24:37.102Z ing 29 Read , trip_

2022-10-06T14:24:36.204Z - Streaming 7 , trip_

202210-06T14:24:38 301Z - Streaming 7 ining 34  tip. 71-ac97-c6072316¢700).

2022-10.06T14:24:44,598Z - Streaming 7 Metri ining 32 Readi , rip_

2022-10.06T14:24:46.750Z - Streaming 3 , trip_3

2022-10.06T 22 Read , trip_S

2022-10-06T14:24:47.954Z - Streaming § Metrics containing 15 Read , trip_

2022-10-06T14:24:56 5532 - Complete Trip ready for . rip,

2022-1006T14:26:31.1172 3e83088: ) revocation | T06:31:06.3902)

Figure 8: Screenshot showing data from CarNeo stops flowing after consent withdrawal

To summarize, the smashHit demonstrator for this use case shows that smashHit brings the fol-
lowing benefits to the consent process:

e A single-click consent experience that enables the service the consumer is purchasing
e A single-click consent withdrawal process which stops data flow immediately
e A consumer can grant and withdraw consent anywhere:

— On a website or mobile App

— From the car

— With their insurer

And the consumer has complete transparency and control of data sharing.



2 Demonstrator of UC1.2 - Vehicle (Volkswagen) Connectivity and
Data Traceability

UC1.2 demonstrator videos can be accessed online at;

https://www.youtube.com/watch?v=awjAyXuopBlI

https://www.youtube.com/watch?v=HZK7XXNIxn4

Further details can be found in the following text.

2.1 Vehicle Connectivity

The vehicle connectivity and configuration work, as part of the full prototype development, focuses
on supporting consent management and GDPR-compliant data sharing activities on the OEM
side (Volkswagen in particular) and inside the vehicle including data use traceability as a basis
for several business use cases.

This requires the capability to share relevant driving behaviour related sensor data either as a
data stream (in near real-time fashion) or in a batch mode after each trip. Furthermore, and in
order to ensure GDPR-compliant sharing of the data, an in-car application with a user interface
has been developed to enable the driver to view and manage all active consents directly in the
car including the possibility to view active consents, see which data is being shared and the ability
to revoke an active consent directly in the in-car app.

A demonstration of these functionalities and their in-car interface is given in the video provided in
previous section (within UC1.1).

2.1.1 Vehicle Data Sharing

Within smashHit, the OEM vehicle data interface (CarNEO) allows for the collection of data for
multiple separate data collection use cases, so-called projects, on the same vehicles. For each
project, the consent list is checked against the smashHit consent APIs prior to any data transfer.
Therefore, all actors in the consortium can access vehicle data using a unified consent manage-
ment system.

Engine Speed
Acceleralor Pos,

Colect=

GPS Position
Alutude

WHEN outside_temp > 10°C

Consent
Project Condition

S Pos Consent Scope=
GPS Posit —
z A‘tnSm‘-.on fomss (%) (4) : GPS Position

R Speed

Speed

poe Consent Altitude

Breaking Pressute Campaign
Outside Temp Cofect
3 Speed

CarNeo roa c:::nem

Breaking Pressure
Outside Temp

o
- = e
(+) (¢) Breakng Pressure ———— Outside Temp
Outside Temp
Condition=
None

Figure 9: Detailed illustration of data collection and bundling of different data requests (projects)
from multiple smashHit partners on the same vehicle
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The data flow depicted in Figure 9 illustrates how multiple consent use cases, which use the
smashHit platform, can be realized on a group of vehicles. Each vehicle executes a vehicle app
that is installed to the infotainment unit. From this vehicle client, several vehicle sensors and APIs
are probed to determine the capability map of the vehicle. Based on this capability map, such use
cases may choose if a given sensor is required or optional for a given data collection campaign.
The vehicle client aggregates the requested metrics such that data is collected and transmitted
only once, even if it is requested by multiple applications.

Vehicle sensors requirements may further contain logic conditions. For example, a data collection
campaign may depend on a certain value of the ambient temperature (>10°C). Unless this con-
dition is met, the vehicle client does not collect and transmit the sensor data to the data campaign.
The data collection conditions may be used to define geofencing and behaviour specific activa-
tions, e.g., a high braking pressure, etc.

2111 Vehicle Sensor Data

As part of this full prototype integration, the vehicle metrics shown in the following table are made
accessible to third parties via the current CarNEO prototype.

Table 1: Vehicle metrics currently supported by CarNEO

Sensor data

Steering Wheel Angle

Accelerator Position

Front Wheel Angle

Vehicle Type
GPS Position

Brake Pressure

Yaw Rate

Lateral Acceleration

Longitudinal Accel.

Heading

Vehicle Speed

Engine Speed

Odometer

Altitude

2.1.1.2 Data Subscription Modes

For making the mentioned vehicle data available to third parties, the vehicle interface distin-
guishes between two different modes: a trip files mode and a streaming mode. During a drive with
activated trip files mode, the vehicle collects the data and sends it regularly to the backend. After
a signal, that indicates the end of a trip, the backend puts all the trip data together and creates a
single trip file, which can then be downloaded by the third party. Using the second mode, the
streaming mode, the vehicle sends new data with a frequency of 1Hz to a receiver. In contrast to
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the trip file mode, a trip file is not being generated after the vehicle finishes a drive in the streaming
mode. Both modes aim to enable third parties to use vehicle data in a vast variety of use cases.

2.1.2 Consent Management in the Vehicle

For managing the consent inside the vehicle, a simple infotainment Ul was developed. It is shown
in Figure 10 and Figure 11. The infotainment app shows the active consent of the user and it is
possible to revoke the consent via the application.

=
v

Rechtliches

Figure 10: CarNEO as in-car App (photo of the infotainment system in the test vehicle, CarNEO
is the prototype in-car app for managing the consents and CarNEO dev Console is
for debugging and logs viewing)

Active Consents

EE . e

e T e e . ——

Figure 11: CarNEO as in-car App — List of active consents, with the possibility to revoke them
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2.2 Data Traceability

2.2.1 Traceability

The traceability of data shared between partners in smashHit is performed using the traceability
module components and their REST API endpoints (Figure 12). The process starts with a consent
request to the user from which the data will be collected (Figure 14) inserting as agents the list of
partners interested in that data. The consent request should formally meet some smashHit re-
guirements, so the consent template is generated from the smashHit user interface (Figure 13)
and used for the request. After the request is granted (Figure 15), the data sharing process can
take place. Any time a data under a given consent is registered, transferred or received, the
operation is tracked and the logs are stored in a centralized database (Figure 17). The data sub-
ject providing the data, can then get the trace based on the consent through the smashHit’s user
interface (Figure 16).

Traceability Module®

Confirm Data Transfer ~

| /confirm_transfer

Data Trace v

POST ] /consent_trace

——cavenasm

FYSI /fingerprint_trip

L /watermarked_correlation
POSY =

Hashing v

TS /hash_json

Initiate Data Transfer v

/init_transfer

Register Data v

C!:é—' ] /register

Figure 12: The endpoints provided by the traceability module and used by CarNEO on OEM
side to enable the data use traceability
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smashHit Organization Administrator

(2] 631080660489290009960652

NAME Recelve Car Data

CREATED September 1, 2022 at 2:07:02 PM GMT+2

ORGANIZATION uBo

PURPOSE Service Optimization

PURPOSE DESCRIPTION - Process received data - Pertorm fingerprinting. hashing, watermarking - Transfer the data - Obtain the

trace of the data

PERSONAL DATA CATEGORY DATA
cardata GPS, Speed
SECTOR Other Secvice Activities
DATA PROCESSING Collect
AGENTS APPLICATION ROLE
w dataControllor
Traceability App dataProcessor

Figure 13: Consent template ready for requesting the user consent. The agents listed should be
able to use the data following the purpose description

smashHit  pata owner

CERTIFICATE 1D 828b6335-eb05-491b-8b42-a4e44eda0192
& CREATED September 1, 2022 at 4:12:05 PM GMT+2

GRANTED DATE August 27, 2022 at £34:59 PM GMT+2

EXPIRATION September 20, 2023 at £34:59 PM GMT+2
DATE
APPLICATION NAME Traceabitity App

DATA TRACEABILITY  true

o _

CONSENT ID 20180057-3005-49¢8-9031-T3albT 190157

CONSENT Receive Car Data

NAME

PURPOSE Service Optimization

DESCRIPTION - Process received data - Pecform fingerprinting, hashing, watermarking - Transfer the data

- Obtain the trace of the data

SECTOR Other Service Activities

Figure 14: Consent request granted by the Data owner: all applications in the consent (VW and
Traceability App) can now use the data.
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CONSENT ID 2e18ea57-3db5-49c¢8-9b31-73afb7fobf57

CONSENT Receive Car Data

NAME

PURPOSE Service Optimization

DESCRIPTION - Process received data - Perform fingerprinting, hashing, watermarking - Transfer the data -

Obtain the trace of the data

SECTOR Other Service Activities
PERSONAL CATEGORY DATA
DATA
cardata GPS, Speed
AGENTS
APPLICATIONS ROLE
VW dataController
Traceability App dataProcessor

See traceability information

Figure 15: Data owner can see the traceability information related to his/her consent

;p smashHit  osta owner

Tracebility data.

NT IO 26406057 28 A5 H-O0 I TAMBTICST

[
J CONSENT NAME  Recaive Car Data

receiver_ic* “sonder_ia* “sionature_of_receiver® “Ugnature_of_sender™ “transter_cate_time*  “uniform_resour

W8I0 132740205077 1B AODEFEBOIFLAIFHAI IS OS56500B046 3002017 ofcelScndOeanl T 32ec TH20B60M B0 Bet! 0220930

40u2 ted OPS6I5 6049
B

AN220c650564

W dataControlier

Traceadiity App ARAPY OO

500 tracoabiiity indocmation

Figure 16: Traceability data related to the granted consent (as seen in the Traceability Manager
ul).




EAdrnin Filev Object~ Toolsv Help~ ukumar@cs.uni-bonn.de (internal) v
Browser $ = = Q Properties SQL 8§ smashhit/post.. g publicregister.  gg publicregister.. & smashhit/postgres@localhost* x
v & schemas (1) 8 smashhit/postgres@localhost v B )
v & public
> [{) Aggregates m A /A Y~ Nolimt ~ m »p~ B3 O~ % S =~ @
» £ Collations Query  Query History /  ScratchPad X 7

> f Domains
1 select acter as "actor",

r @FTSCUM‘QUH“O"S 2 uniform_resource_identifier as "uniform_resource_identifier (actor_id)"

> [Ji FTS Dictionaries 3 from public.records
> Aa FTS Parsers 4
’ FTS Templates D;la output Messages Notifications 7
» [ Foreign Tables —
5 [() Functions S B0 8 |8~
> Materialized Views actor a uniform_resource_identifier (actor_id) a
> 9 Operators text fext
> () Procedures 1 ww a1870f6-40a2-11ed-8cde-4122c065b5e4
5 L3 Sequences 2 Traceability App 7598a22-40a2-11ed-8cde-4122ce65b5e4
+ [ Tables (3) 3 manager 16e9ff6-38d4-11ed-Bcfa-53e142d61b87

> 9 records I 4 LUH_UBO_Sender feOe63e-38d4-11ed-8cfa-53e142d61b87

5 LUH_UBO_Receiver 6dc9bad-38d4-11ed-8cfa-532142d61b87

» [ registered_data
> [ transferred_data

» [ Trigger Functions

Figure 17: Table of database showing the identifier (URI) of each actor. In the previous screen,
VW is sender and Traceability App is receiver

2.2.2 Watermarking

For the watermarking demonstrator, we provide a video
(https://www.youtube.com/watch?v=awjAyXuopBI) showing in detail the different phases of a
GPS trajectory watermarking process, hamely:

e Initial GPS trajectory
e Insertion of watermark

e Modification of the watermarked trajectory: In the video, the term “attack” is employed in-
stead of the term “modification” but an attack is just a specific case of modification where the
modification of the data is made by a malicious entity (attacker) to hide the origin of this
data. Hiding the origin could allow the attacker to redistribute the data.

e Trajectory re-identification using correlation computation

To try the steps presented in the video, we provide the following link http://watermark.smash-
hit.I3s.uni-hannover.de/.

A video presenting a user story is available at this link -
https://www.youtube.com/watch?v=HZK7XXNIxn4. The video shows the importance of water-
marking in the context of data sharing.

We consider one user and two companies (LUH and UBO) willing to use the trajectories gener-
ated by that user. Figure 18 shows the 19 watermarked to be used.
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* Trajectory A: watermarked trajectory of data subject for company 1
* Trajectory B: watermarked trajectory of data subject for company 2

A ® B ®
‘:> o>
\, \
3 ;
~ \\

Figure 18: Trajectories used in the scenario

A first consent with ID 303e7bc1-5813-40f3-a92a-6b79b421877f, including company 1 (LUH) is
granted by the data subject. A second consent with ID 97¢8f942-f37e-4a2b-9ab5-34c792692b7a,
including company 2 (UBO) is also granted by the data subject.

While driving from home to the office, the raw trajectory is generated by the data subject. Using
a secret, the so-called watermark, this trajectory is watermarked and forwarded to Company 1. A
secret or watermark here represents a piece of information that is inserted in a data to be able to
recognize that data later on. Using another secret, the same raw trajectory is watermarked and
forwarded to Company 2.

This process is summarized in Figure 19.
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Figure 19: Consents granted and trajectories shared

,;’ smashHit  pataowner demole-11-010922@example.org “-’ smashHit  organization Administrator [T ———
v’

APPLICATION  NAME LUH App APPLCATION e .
DATA true
TRACEABILITY ;gCEM”DN
CONSENTS DATA trua
TRACEABILITY

CONSENT ID 30387 hel-5813-4013-2925-60TIhARISTTE CONSENTS

CONSENT
NAME

CONSTENT D 303e7bcl-5813-4013-092a-6b79b421BTTF
PURPDSE

CONSENT Share Trajectory

DESCRIPTION data - Perform fingerprinting, hashing, NAME

ansier the data - Obtain the trace of tha data

pes

smashHitr



‘:’ smashHit  oataowner e J smashHit  organization Administrator

APPLICATION NAM: UBO App
CONSENTS
DATS
TRACEABILITY
CONSENTS CONSTENTID  97c81942:137¢-432b-9ab5 34792692072
CONSENT Share Trajectory
NAME
CONSENT 10 97cBi942-f17e dazb-9an5 34C 192692073
ErEET R PURPOSE Service Optimization
NAME
DESCRIPTION - Process received data - Perform fingerprinting, hashing,
PURPOSE Service Oplimization watermarking - Transfer the data - Obtain the trace of the data

DESCRIPTION Process received data - Perform fingerprinting, hashing.
walermarking - Transfer the data - Obtain the trace of the data

SECTOR Other Service Activities

Figure 20: Consent granted for company 1 (LUH) on the top, company 2 (UBO) on the bottom

Figure 21 presents the discovery of the leaked data by the data subject (top left corner) since the
data subject recognizes his path from work to home used by an unknown company, not present
in any consent that was granted. Given this discovery, the data subject wants to understand
which of the consent granted was leaked in case there was a leakage. On the bottom left corner,
we can see how the data subject uses the data recognized from the third party (that we call leaked
data) and checks the correlations against the data shared under each consent. The goal of the
correlation computation is to understand if the secret/watermark present in the leaked data cor-
responds to the secrets/watermarks used during the watermarking process of the raw data to
obtain a watermarked data for a given consent. The correlation is a score ranging from -1 to 1, -
1 meaning that it is very unlikely that the watermark in the leaked data matches the watermark of
the data under the selected consent, and 1 meaning that both watermarks perfectly match. The
results of the correlation computation in our scenario show a score of —0.34 against the data of
company 1, whereas the score for the data of Company 2 is 0.95. From this result, the data
subjects understands that the leakage comes from the data shared with Company 2.
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Figure 21: Leaked data discovery and leakage check
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3 Glossary

ACT: Automatic Contracting Tool
B2B: Business-to-Business
B2C: Business-to-Consumer
B2G: Business-to-Government

Consent: As per Article 4(11) of the GDPR, ‘consent’ of the data subject means any freely given,
specific, informed and unambiguous indication of the data subject’s wishes by which he or she,
by a statement or by a clear affirmative action, signifies agreement to the processing of personal
data relating to him or her

GDPR: Abbreviation for ‘General Data Protection Regulation’, a legal norm on EU level adopted
in 2016, which is directly applicable within its scope and lays down rules for the processing of
personal data so as to protect natural persons’ fundamental rights and freedoms, in particular
their right to the protection of personal data

OEM: Original Equipment Manufacturer

Personal data: Any information which are related to an identified or identifiable natural person
(GDPR Art.4 (1))

RTD: Research and Technological Development

Ul: (Contracting) User Interface
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